Ipunoxenune No2. Hudopmaunonnas NaMATKa 115 06y4aromuxes AJISL pasMemenns Ha
opHIHATLHBIX HHTepHeT-pecypcax

BO3MOXHOCTE}!, HHTEPHET HeceT u npobnemsl. Drta [IaMATKa OJDKHA MOMOYE Tebe GezomacHo
HaxoIMTECH B ceTH.,

Komnvromepuuie 8UPYCHI

Metopsr 3amurer or BPEAOHOCHBIX porpamm:

1. I/Icnonasyﬁ COBpEMEHHbIe OIlepanroHHEIe CHCTEMEI, HMeromue CePLE3HBIH ypoBens,
SalIATEL OT BPEOHOCHEIX nporpamm;

2. Tlocrosmmo YCTaHaB/IMBai mayry (zudposrie 3aIIaTKH, KOTOphle aBTOMAaTHYecky

TBOEM NepCOHaAIBHOM Komnsro’repe;

4. I/Icnonbayﬁ AHTHBHDYCHbIE IPOrpaMMHbIe NPONYKTEI U3BECTHLIX [IpoH3BOAHTENIEH, ¢
aBTOMATHYECKHM 06GHOBIEHHENM 6as;

Orpanmas dusmyeckui AOCTYI K KOMIIBIOTEpY /15 IOCTOPOHHMX JIHII;
6. Hcnonesyit sremmme HOCHTeH MHOpManuy, Takme kax hnenka, muck win Gaitn u3

ol



1. He nepenasait cporo THYHYI0 HH(pOpMaHiio yepes obmenoctynnble Wi-Fj CeTH.
Paboras s HHX, JKEIaTebHO He BBOAHUTE [apoMu noCTyma, NOTHHEI W Kakne-To
HOMepa;

2. Ucnonssyii u o6HOBsIf AHTHBUDYCHBIE IPOTPAMMEI H Opannmayep. Tem CaMbIM TEI
obe3onacums cebg ot 34KaYKH BHpPYyCa Ha TBoe YCTPOHCTBO;

3. Ilpu ucnons3opanmy Wi-Fi orkmoun bynxaro  «O6mmit AOCTYN K daiinam u
lpunTepamy». Jlawdas dynkmus 3aKPEITA 10 yMOYaHMIO, ofHAKO HEKOTOpEIe
TI0/Ib30BATE/IH aKTHBUPYIOT e& 115 ynobeTBa Henons3osanus 5 pabote nmn yuebe;

5. Hnonsayit Tomsko 3allHIICHHOE COEOHHEHHe depe3 HTTPS, a ge HT IP, T.e. npu
Habope Be6-ampeca BBOZIE UMEHHO «https://»;

6. B mobmmbHoM TenepoHe  OTKmOuH bynkmmIo logxmoyenme g Wi-Fi
aBTOMathyecku». He nonyckaii aBTOMaTHYECKOTr0 IOAKIIOYCHHUS YCTPOHCTBA K ceTsam
Wi-Fi 6e3 TBoero cornacus.

L3
Coyuanvuvie cemy

TaM TOCTOsHHO, a B Facebook YK€ 3aperucTpupopan MHIUTHAPA YeII0BEK, UTO SBjIsteTcs OJTHOM
CCNbMOH BCeX KuTeneil ruaners; MHorue noms3osarenu ge TOHUMAIOT, YT0 ME(OpMamus,

PA3MCINEHHAsS UMHU B COIHATbHELX CETAX, MOXKET OBITH Hali/iena u HCIIOJIB30BaHa KeM yrofHo, B
TOM YHCIIE HE 06513aTeBHO ¢ Garmmy HaMepeHHsIMH,

OcHoBHEIe copery o 6e3onacHocTH B COIHANBHEIX CeTsIX:

1. Orpanuus crmcox Apy3eH. V 1ebs B mpysesx me AOIKHO OBITE ClyYalHpIX H
HE3HAKOMBIX JIIofiei;

2. 3ammmait ceoo HacTHy10 xku3Hb. He yka3sbisai napoiy, tenedons, anapeca, gary

HCHONBE30BaTh fake HHDOPMammio o TOM, Kak TBI ¥ TBOH pOmUTENIH IUIaHHupyeTe
IPOBECTH KaHHKYIIEL;

3. Bammmait ceoro PCILyTalluIo - fepikut ee B uncToTE W 3allaBaii ceGe BOIpPOC: XOTeN Gy

TBI, 9TOGBI Apyrue monb3oBaTemy BHICIH, 4YTO THI 3arpysxaems? Honymai, npexne
‘€M HTO-TO ONyGMMKOBATE, HamMcaTE I 3arpy3uTs;

4. Ecmu TeI roBopums ¢ JUONBMH, KOTOPBIX He 3HAems, He HCIIONIB3YH CBOE peansHoe

K OTHOMY MecTy, a He BO Bce Ccpasy.

dnexmponnvie denpay

OneKTponHEIe ACHBIH — 3T0 0yYenp YBOOHBIT crioco6 miarexei, oguako CYIECTBYIOT
MOIICHHUKH, KOTOphIe XOTsT TNOJIYyYUTE 3TH NEHBIH.



B Poccun xe onn q:nynxunonnpym"r H O HHX yXe npommcaHo g 3aKOHE, rie ux
Pa3ACIOT HA HECKONBKO BHIOB — AHOHHMHBIC M HE AHOHHMHEIe, Pasamna B Tom, uro
AHOHHMHBIE - 3T0 Te, B KOTOPBIX pa3spemaercs mposouty onepann Oe3 unenTHduKary
TIOJIb30BATeIs, & B HEAHOHHMHLIX HACHTHOHKALHY OTB30BaTe s SIBIISeTCH 00A3aTeNnbHOI],

OG6brano 9ICKTPOHHBI IIOYTOBBIH sk BRIITISAAT  chHemyromum obpazom;

HMS_noNb3oBaTens@ums_nomena. Taroke  xpome TICPeNaiM NpOCTOro Tekcra, mMmeercy
BOSMOXHOCTE ItepenaBath daiip:.

4. BriGepu crnoxupii napons. s kaxoro TOYTOBOrO sIMKA NOMKeH Gy CBOI
HaJCHKHBIH, yCTONUHBLLY Kk B3JIOMY 1apoiip;

5. Ecnum ects BO3MOXHOCTE Hamucars CaMOMy CBOH JHuHBL BOIIPOC, HCMONB3yif 3Ty
BO3MOJKHOCTB;

6. Hcnonsayit HECKOJBKO IMOYTOBRIX AmuKoB. Iepserit mg YacTHOH nepemmcky ¢
allpecaTaMu, KOTOpPbIM Tp AoBepsients.  Dto SJICKTPOHHBIA  agpec ge HaJo
HCIIONBL30BATh IpH PCTHCTpanmy Ha Gopymax u cairax;

7. He OTKpbIBaH aitner u APYrue BIOXeHuy B IMCbMAxX naxe ecnu oum NPpUIIUIA OT
TBOHX npyseit. JIyumre YTOYHH y HUX, OTTIPABIIANH 1y OHH Tebe 3TH daiiner;

8. Tlocme oxomyanus PaboTEI Ha mouTOBONM CEpBHCE mepen 3axpiTHem BKJIaIKH ¢
CanToM He 3a6y b Haxars Ha «BsrifTuy,




Kubepbynnunz yny supmyansroe usoesamenscmeo

Kubep6ymmmr — IIpeciieioBanue coobmennsmy, ColiepKammmMu OCKOpOIeHHS],

ArpeccHIo, 3amyrupanye; XYIIHIaHCTBO; COLHambHOe GolikoTupoBanue ¢ IOMOMIEIO pasnuunpx
HHTEPHET-CEepBUCOB.

OcHoBHEIe coery 1o 6opebe ¢ KuOepOytnusaron:
1. He 6pocaiics s Goit. Jlyummii crocos: TI0CoBETOBATHCS Kak cebs BecTH H, €Clu Her

. Ynpasisif caoeit knbeppenyranuei;

AHOHHUMHOCTD B ceTy MHAMas. CymecTsyior crmocoGss BBIACHHTB, KTO CTOHMT 34

aHOHHMHBIM aKKayHTOM:

4. He crout Becty XyTHranckuit o6pas BUPTYaIILHOM »H3HH. Unreprer ¢uxcupyer pce
TBOM J1eHiCTBHS 1 CoOXpauser ux. Y nanurp px Oyner xpaitre 3aTPyTHUTEITBHO;

W N

6. Hruopupyii CIHHMYHEIN Heraryus, Onropazosrie OCKOpOHTEMBHEIE Coo0menus
JIy4ll€ HTHOPHPOBATE, O6srum0 arpeccus peKpamaercs Ha HavanpHoj CTaguuy;

7. ban arpeccopa. B nporpammax obmena MI'HOBEHHEIMH CoobmeHusmMy, B COLMANBHBIX
CCTAX €CTh BO3MOXKHOCTE GroxupoBky OTHPaBKH CoOOmenuii c OmpeneneHnpIx
anpecos;

8. Ecmm 1y CBUICTENL  KubepGymumra, Tsou peiicTeus: BRICTYIHTE  npotup
Tipecinenosarens, mokasary €MY, 9YTO ero neiicTeug OLIEHUBAIOTCY HEraTuBHo,
moiepXxars KEPTBY, KOTOPOM HyxHa IICUXOJIOrHYeCcKas IoMome,  coobumTs
B3pOCIbIM 0 (akre arpecCHBHOIrO NOBeeHus B ceTH,

Mobunon menegon

Corpemennrre CMapTQOHB W mraHmers; COMepxar B ceGe Bmojme B3pOCIIBLH
bysxmmonan, g TeIepy oHu Mmoryr KOHKYpHpOBath co CTallMOHApHBIMHK KOMIIBIOTepamy,
Omnaxo, cpencrs SAIATEI TS 10 K0GHEIX YCTPOHCTB moka ogens mayo, Tecruposanue y TIOKCK

YA3BUMOCTEH B Hux NIPOMCXONAT He Tak HHTEHCHBHO, kaKk i [1K, 1o e camoe Kacaercs p
MOGHITBEHBIX IPHIIOXKeHHif,
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5. He 3arpy>xail DpHJIOKEHUSA 0T HEH3BECTHOTO HCTOYHHKA, BEIb OHH MOTYT COJEPKaTh
BPEIOHOCHOE IIPOrpaMMHOE O0OeceYeHue;

6. Ilocie TOro Kax Tl BEIAJEWL C caiita, rie BBOAMII JIHYHYIO HH(OpMALHIO, 3ali1y B
HacTpoiiku Gpaysepa u yxanu cookies;

7. Tlepnoaudecku NpoBepsi KaKHe IUTATHBIE YCIyTH aKTHBUPOBAHEI Ha TBOEM HOMEpE;

8. Jasaill cBoif HOMep MoOMNIBHOro TenedoHa TOJBKO JIOASAM, KOTOPBIX THI 3HAeIb M
KOMY JOBEpSCIUB,

9. Bluetooth momxen OpITh BEIKJIIOYEH, KOTJa Thl MM HE moJb3yembes. He 3abpiBait
HHOT1a IIPOBEPATH 3TO.

Online uzpvl

CoBpemeHHbIE OHJAKH-UIPBl — 9T0 KpacO4Hble, 3aXBATHIBAIOINME pa3BJICYEHHS,
00beMHAIONIME COTHH THICSY YENOBEK MO BCeMy MHpPY. VIrpoKH MCCIERYIOT HaHHBIA UM MHD,
obmaroTes Apyr ¢ APYroM, BEINOJHAIOT 3aJaHus, CPaXKArTCs ¢ MOHCTPAMU M IOJNYYarOT OIIBIT.

3a ynOBOJILCTBHE OHM IUIATAT: [OKYIAIOT TUCK, OIUIAYMBAIOT aGOHEMEHT WM IpUOOpeTaroT
KaKHe-TO OILHH.

Bce atm cpencTBa MAYT Ha IOJ/IEPKAHHE M Pa3sBHTHE HIPH, a TAKXKe HA caMmy
0e301acHOCTE: COBEPIIEHCTBYIOTCS CHCTEMBl ABTOPH3ALMH, BHIMTYCKAIOTCS HOBHIE IIATYH
(umdpoBble 3arIaTKY 1A IPOrpaMM), 3aKphIBAIOTCH YA3BUMOCTH CEPBEPOB.

B nomobuBIX Hrpax CTOHT OIlacaTrbCi HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO KpaKu
TBOCTO ITapoJisd, Ha KOTOPOM OCHOBaHa CHCTEMA aBTOPDH3ALHH OONBIIHHCTBA Hrp.

OcHOBHBIE COBETHI 0 0€30MaCHOCTH TBOETO HIPOBOIO AKKAYHTA:
1. Ecnm npyro#t urpok Beziet cebs II0X0 WiIH co31aeT Tebe HeNpUATHOCTH, 3a610KUpy#H
€ro B CIIHCKE HTPOKOB;

2. Tloxany¥ics amMMHMCTpAaTOpaM HIPH Ha IUIOXOE I[IOBEACHHE 3TOTO HIPOKa,

JKEJIATeIFHO IPUJIOKUTE KaKHe-TO J0Ka3aTe/ILCTBA B BHE CKPHHOB;

He yxaspisait muaHyro uHGOpMAIHIO B mpodaiine urps;

YBaxail [pyriax y4acTHHKOB I10 HIpE;

He ycranapnuBaii HeopuuuansHele naTyu U MOJEL,

Hcnone3yii cioHbIe B pa3sHLIe NapoIIy;

. Hlaxe BO BpeMs HIPHI HE CTOMT OTK/IXOYAaTh aHTHBHpYC. [Toka THI Wrpaemis, TBoH
KOMITBIOTEP MOTYT 3aPa3uTh.

Nowvew

Durunz wiu Kpajea AUHsLX OaHHBLX

OGbruHO# Kpaxel JIeHEr W JOKYMEHTOB CErOAHS yXe HHKOTO He YAHBHIIb, HO C

Pa3sBUTHEM HHTEPHET-TEXHOJIOTHH S3JIOYMBIIUICHHHMKH  II€PEMECTHIHNCE B HMHTEPHET, H
NIPOJIO/IKAIOT 3aHUMATBCA «IIOOMMBIMY JIEJIOM.

Tak mossunace HoBas yrposa: HHTCPHET-MOIICHHHYECTBA HIIH ll)H]]]HHl", TJIaBHasA INelb
KOTOpPOro COCTOMT B IIOJIYYEHHH KOH(bHJIeHIlPIEUILH.bIX JaHHBIX [10JIE30BATENIEH — JIOTHHOB H

naposeii. Ha anrsuiickom s3pike phishing unraercs xax dummar (ot fishing — priGuas nosis,
password — rrapons).

OcnosHbIe coBeTh! 0 GopBde ¢ pumHHroM:

1. Cnemn 3a cBomM akkayHToM. ECIM ThI NOJ03peBaeilb, YTO TBOS aHKETa ObLIA

B37IOMaHa, TO HEOOXOJMMO 3a6IOKMpOBaTE €e M COOGIHTEH aZIMHHHCTPATOpaM
pecypca 06 5TOM Kak MOXHO CKOpee;




2. Hcnonssyit Geszomacksie BeO-CaiTel, B TOM wHCIe, MHTEPHET-Mara3uHoB W
IIOUCKOBEIX CHCTEM;

3. Hcnons3syit croxusie u pasibie maponu. TakuM o6pasoM, ecnu Tebs B3JIOMAIOT, TO
3JOYMBIILICHHUKH TOJIy9aT JOCTYII TOJIBKO K OMHOMY TBOEMY TPOQUIIIO B ceTH, a He
KO BCeM;

4. Ecnmu Tebs B3/IOMaIH, TO HEOOXOAMMO IIPENYNpPENHTE BCEX CBOMX 3HaKOMBIX,

KOTOpEIE I00aBIICHBI y Te0si B APY3bsX, O TOM, UTO Te6s B3TOMAIK U, BO3MOJXKHO, OT

TBOEI0 HMEHY GYJeT pacCEUIATLCS CIIaM M CCBUIKH Ha (HIIHATOBEIE calfThI;

YeTanoBH HanexHSBIH mapos (PIN) Ha MoGHIIBHEI Tenedon;

Otkmoun coxpasenue mapons Gpaysepe;

7. He oTkpeiBait ¢aiins u AADYTHE BIIOXCHAA B NHUCHMAX JaXKE €CIIM OHM NPHULH OT
TBOMX JIpy3e#. Jlyume yrounu y nux, OTIPABJIAIH JIH OHK Tebe 3Tu (aiinsl.

o

Lughposas penymayus

[ludposas penyramus - sto HETaTHBHAs WM IO3HTHBHAS HHPOPMALHS B CETH o Tebe.
Komnpomerupyromas HHQOpManus pasMermeHsas B HHTCDHETE MOXET CEPBhe3HBIM 00pasom

OTPasUTLCA HA TBOEH pealbHOH JKH3HH. «udporas penyramusy - 310 TBOM HMUJDK, KOTOPBIH
dopmupyercs u3 uHpOpMALHH 0 TeGe B HHTEpHETE.

TBoe MecTo xuTenBCTBA, yueObl, TBOE (PMHAHCOBOE NOJIOKEHHUE, OCOBEHHOCTH Xapaxrepa
H PaccKasbl O OJIM3KKUX — BCE 9TO HAKAILIMBACTCS B CETH.

MHOrHe MOXPOCTKY JIErKOMEICTEHHO OTHOCSTCS K MyOnukauuu Tu9HOM unbOpManuy B
Wureprete, He MOHMMAs BO3MOXKHEIX nocaeacTBuH. ThI faXe He CMOXEIs OrafaThes o TOM,
410 oTorpadus, pasmeniennsas 5 ner Ha3aj, cTaa MpUYMHOK 0TKa3a MPHHATE Tebs Ha pabory.

Kommenrapuy, pasmemenne TBoux hororpadmit um npyrme neitcrBus MOIyT He
HUCHESHYTh J@Xe TOCNe TOro, KaK Thl HX yaanwmb, Thl He 3HACMIb, KTO COXPaHHI 3Ty
MH(OPMAIIMIO, IONANA JIH OHA B OHCKOBEIE CHCTCMBI H COXpaHMJIACh JIM OHA, a INIABHOE: 4To
nonymaroT o Tebe oKpysKaromee Moy, KOTOpBIC HAWAYT W YBHAST 3T0. Haiitu HHbOpManHIo
MHOTO JIET CHYCTS CMOXeT o060 — Kak us3 noOpeIx moGyXaeHuHM, Tak u ¢ HamepeHueM
TIPHIUHATE BPEAI. ITO MOKET GBITh KTO YTOIHO.

OcHoBHBIE COBeTE! 110 3ammTe uupoBoi penyTanmm:

1. Tlopymaii, npesxae yem uTo-TO my0/IMKOBaTh M HepenasaTh y cebs B Gnore wiu B
CONMATBLHOMN ceTH;

2. B Hacrpoiikax IPOGHIIS YCTAHOBH OTPaHHYEHHS Ha IpOCMOTP TBOETO NMPOGHIS U ero
COOEPKUMOro, CAenIail ero ToIbLKO LA Ipy3eiin;

3. He pasmemaii u ne yxasssait HH(OPMALHUIO, KOTOPas MOKET KOTO-IH6o OCKOpOIATE
HIIH 00MXKATh.

Asmopcxoe npaso

CoBpemeHHBIE  HKOTBHIKH— AKTHBHBIC T0JIb30BATENH LU(POBOro IIPOCTPAHCTBA.
Onnako naneko He Bce 3HAIOT, 4TO [0/IL30BaHHe MHOTMMH BO3MOMKHOCTSIMH 1uppoBoro mMupa
Tpebyer cobmonenus TIpaB Ha HHTEINCKTYaNbHYIO COOCTBEHHOCT.

Tepmun (HHTCJLICKTYaNnbHas COGCTBEHHOCTBY OTHOCHTCS K PasIMYHEIM TBOPEHHAM
€JIOBEYECKOr0 yMa, HAYHHAS ¢ HOBBIX u300peTeHuii 1 3HaKOB, o6o3ragaomux coOCTBEHHOCTE

Ha TNPONYKTBI M YCIYIH , M 3aKaH4UBas KHHramu, ¢oTorpadmsmu, xumOPUIEMAME 1
MY3BIKIbHBIMH TIPOH3BEICHHAMH.



ABTOpCKHE 1IpaBa — 3T0 IIpaBa Ha WHTEIUIEKTYAJIBHYIO COOCTBEHHOCTD Ha IIDOH3BEICHUSA
HaYKH, JIATCpaTyphl U HCKYCCTBa. ABTOPCKHE IIpaBa BBICTYNAIOT B Ka4€CTBE FapaHTHH TOT0, YTO
HHTCIUICKTYIbHBIH/TBOPUECKHIH TPyA aBTOpa He OyNeT HampacHBIM, macT €My CHpaBEIUIHBLIC
BO3MOXHOCTH 3apaboTaTh HA Pe3y/IbTaTax CBOEro TpyZia, MOMyYHTs M3BECTHOCTh M MPH3HAHKE.
Hukro 6e3 paspemerus dBTOpa HE MOXKET BOCHPOU3BOJUTH €I0 IPOH3BENEHHE, pacopoCTpaHsTh,
IIyOIIHIHO NEMOHCTPHPOBAaTh, IPOJABATS, HMIIOPTHPOBATh, TYCKaTh B NPOKAT, IIyGIHMYHO
HCIIOTHATD, NOKA3bIBATH/UCTIOTHSATE B 3hHpe Hin pa3memmats B MaTepHETE.

Hcnone3oBanue «mmupatckoroy IPOrpaMMHOr0 00ECTIeYEHHST MOXKET HPHBECTH K MHOTMM
PHCKaM: OT IOTEPH JaHHBIX K TBOMM aKKayHTaM 0 OmokupoBkH TBOero YCTpOHCTBa, rae
YCTaHOBIICHHBIH He JlerambHas nporpamva. He crout Tarie 3abbIBaTH, YTO CYIIECTBYET
JierajibHbIe U BecraTHEIe MPOrpaMMeL, KOTOpPEBIE MOJXKHO HAlTH B CETH.

O nopmane

CereBuyok.pd — TBOM rnmaBEBIE coBeTumK B CETH. 37eChb THl MOXEINb Y3HATH O
GesonacHOCTH B ceTH MOHATHEIM u AOCTYITHBIM SA3BIKOM, A IPH BO3HUKHOBEHHHM KDHTHYECKOH
CHATYallHd OOpaTHTHCS 3a COBETOM. A Takike NPHHATE YYaCTHE B KOHKYpPCAX H CTaTh CAMBIM
LH(POBEIM IPaykIaHHHOM !




